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Who 1s Open License Society?

e Privately funded R&D institute
e Leuven (BE), Berdyansk (UA)
e Industrial sponsors
e IWT project funding for OpenComRTOS
e Why: 70 % of all SE projects do not deliver
e Objectives
e Systematic & Unified Systems Engineering Methodology
e ‘Interacting Entities’ paradigm at all levels:
e OpenComRTOS as runtime environment (formally developed)
e Implies ‘Trustworthy Components’
e => Open License (source code + all design, test, .... docs)
e Focus:
* Embedded Systems:

e Constraints driven development
e Real-time, distributed, hardware & software, ...
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Unifying paradigm: Interacting Entities

I
I OpenComRTOS OpenComRTOS
]

OpenComRTOS
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OpenComRTOS project objectives

e Funded R&D project (IWT, Flanders)

Lancelot Research: management, commercialisation
Open License Society: technology development
University Gent (INTEC, Prof. Boute): formal modeling
University Berdyansk: tools and formal validation
Melexis: co-sponsor and first user (16bit uC)

e GUI tools:

graphical modeling/development environment

e Goal:
Develop Trustworthy distributed RTOS
e Follow OLS SE methodology
e Formal verification & analysis: formal modelling
Scalable distributed RTOS
Verify benefits and issues of using Formal Modeling
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Some requirements

e Targets:
Single chip, tightly coupled: multi-core
Multi-chip, tightly coupled: parallel processors on board
Multi-boards, multi-rack: using backplane interconnects
Distributed: using LAN and WAN
Host node

e Programming models:
“Interacting Entities”
“Virtual Single Processor”:
e transparent for topology
e Supporting heterogenous targets
Distributed real-time
Safe, secure
Small code size, low latency (=high performance)
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OpenComRTOS systems grammer

OpenComRTOS IS_DEFINED_BY
Configuration (1) // The root node of XML file

Configuration IS_DEFINED_BY // Nodes of configuration section
Parameters (1) AND // Attributes of the configuration section of XML file
SystemTasks (4) AND // Kernel, Idle, Rx or Tx
ApplicationTasks (1-N) AND
Ports (1-N) AND
Nodes (1-N) AND

Links (1-N)

Configuration HAS_ATTRIBUTES // Parameters
DataSize (1) AND // Packet data size (in bytes)
NodeldSize (1) // Length of Node identifier (in bits)

SystemTask CAN_BE // Type of system task
KernelTask OR
IdleTask OR
RxTask OR
TxTask

Etc.
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L1 application view

Virtual Single Processor
Application View Node Independent
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OpenComRTOS-L1
Application View
Node dependent

Ty

A L
Hardware Layer (1/O)
< Communication Carrier >

&~z

OPEN LicaNsE SociEry

01/09/2007 Open License Society 10




All RTOS Entities: variation on a theme

BUFFER LIST

CPRIO

CALLBACK

MATCHING FILTER MATCHING FILTER

OWNER

MATCHING FILTER

COUNT

CALLBACK

[@ countio-n

MATCHING FILTER

[@countim ]

=0
=0

;O.;

PORT(N-N)

Generic Hub (N-N)

SI=R

EVENT(1-1)

SYNCHRONISATION

Q

SEMA(N-N)

SI=R

SI=R

CeilingPRIO

RESOURCE(1-N)  S=R

BUFFER LIST[NB] of

MATCHING FILTER

Callback =
MOVE_DATA

MATCHING

POOL

Callback =
MOVE_DATA

BUFFER ARRAY of
RESOURCE [NB]

LINKED LIST of
RESOURCE (i)

SYNCHRONISATION + DATA TRANSFER

FILTER(Tasks) [ ceiingPrio ] [ ceiingrio) |
BUFFER LIST(NB)

(add, size) [ ownern | [ owner) ]
COUNTINB] | [[_countaio-n | [_countapo-i1 |

WL

WL-S 0-1]

ks O O
i
FIFO QUEUE (N-N)  S/=R MAILBOX (N-N) SI=R CHANNEL (N-N) S/=R MEMORY MAP S=R MEMORY POOL S=R

Generic hub

When buffering

With resource entities

BUFFER LIST

CPRIO

Pending synchronisation ——— |
Upon Synchronisation /

Synchronisaton —

OWNER

COUNT

CALLBACK

MATCHING FILTER

T

Generic Hub (N-N)

Waiting lists
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Example of Interaction diagram:

distributed mailbox

Senamaibox(MailbexiD) )

aaaaaaaa

..................

SignaiSemaphore(SemalD)

....................

Clean architecture gives small code

OpenComRTOS L1 code size figures (MLX16)
MP FULL SP SMALL
LO L1 LO L1

LO Port 162 132

L1 Hub shared 574 400
L1 Port 4 4
L1 Event 68 70
L1 Semaphore 54 54
L1 Resource 104 104
L1 FIFO 232 232
L1 Resource List 184 184
Total L1 services 1220 1048
Grand Total 3150 4532 996 2104

Smallest application: 1048 bytes program code and 198 bytes RAM (data)
(SP, 2 tasks with 2 Ports sending/receiving Packets in a loop, ANSI-C)
Number of instructions : 605 instructions for one loop (= 2 x context switches,
2 x LO_SendPacket_W, 2 x LO_ReceivePacket_W)




Results (ctd)

e Break-through results in well-known domain
100’s of RTOS with such support
15 years of experience, 3 generations of RTOS design
Typically CPU dependent, use of assembler and async operation

e Small, scalable, distributed and maintainable code
SP(LO): < 1000 machine instructions
MP(L1): < 2000 - 5000 machine instructions
Needs a few 100 bytes of data RAM
Fully in ANSI-C, MISRA-C compliant
Runs on MelexCM (16 bit) and Windows

Scheduling algorithm can be improved to reduce worst-case
rescheduling latency and blocking time

All RTOS Entities are variations of a generic « hub » object
e => |ess but faster code: 5 KBytes vs. 50 KBytes before
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Formal TLA models of OpenComRTOS entities
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TLA

» TLA (the Temporal
Logic of Actions)
is a logic for
specifying and
reasoning about
concurrent and
reactive systems.

Specifying
Systems

II| H ‘\+I anguage md 'nm
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TLA modelling results
We modeled entities
of OpenComRTOS: | CeilingPRIO
° Port MAIUHINGHLII:H:
+ Event | omer
« Semaphore I
[ countit-o)
 Resource |
I WL |{1)
 Packet Pool |
« Memory Pool ) |RL
« FIFO !
° MallbOX RESOURCE(1-N}) =R
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Port

Verified Properties:

* There are never more Tasks on the ready list
than there are Tasks in the system

« There are never more Tasks in the Port’s
waiting list then there are Tasks in the system

» All Tasks waiting on an Port, either waiting to
send a Packet, either waiting to receive a
Packet are of the same type in each waiting list

Typelnvariant =

A Cardinality Readylist) < Caordinality( Tuskid)
AW p e Portid :

Len(Port WL{p|) < Cardinality| Taskid)

AW p e Portid :

Yi,jel.. Len(PortWL[p]) :

MATCHING FILTER

i ‘\:
w -
L / R
5 )
PORT(N-N)

PreatlocatedPacket [ Port WL{p|[i]].type = PreallocatedP acket | Port WL p|[j ] ype

8i=R |
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Resource
Verified Properties: CoilingPRIO
* No Task waiting for an Resource can be ready P T
* Any Task that is ready cannot be in a waiting |
OWNER

condition

*  When the resource is free, then no Task will be

waiting for it

AN p e Resouwrcelfd :

Wie 1., Len{Resource WE[p]) :
Resowrce WEL[p| [i] & ReadyList
ANt e Taskld :

(# = Readylist) = (vi = Resowrceld :
Wi e l.. Len{Resource WL[E]) :

() countrto)

TWL
-] |

RESOURCE(1-N) S=R

Preallocated Packet [ Resouwrce WE[I][i]]. Requesting TaskID # #) W

(Wi l.. Len{KernelPorit WL) :

Preallocated Packet [KernelPort WL[Ii||. Requesting Taskil} + §)

AN p e Resouwrcefd :

MoisResource Available (p) = List_isEmpty{ Resouwrce WE[p])
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Packet Pool

Checking Properties:

» Packets from the Packet Pool can only be allocated once

+ If a Packet has been allocated from the Pool, then it must be in a
Packet List of a Task and vice versa, if a Packet is not in any Task
Packet List then it must be in the Packet Pool.

» If we have any packet in the Packet Pool, then no Task will be
waiting for a Packet

AV, 5 e Taskid

(i #4) = (task[i].packetlist 1 task[j] packetlist = {})

ANt e Taskdd ¥ dp € DynamicalPacket!d .

W dp & fr{.ﬁ‘ﬂ«'if].g}rﬂ’.'.ﬁ'r’fﬂa‘f} = (dp ﬁ PacketPoolPacket List)
v {dp € PacketPoolPacketList) = (dp & task|[t].packetlist)
AoasPacket Available = Len{Packet Pool WL) =0
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RTOS Metamodel

e Based on Interacting Entities Paradigm

e Application can be constructed from various
entities (kernel entities) and interactions between
them (kernel services).

e The Metamodel allows extensions to different sets
of kernel entities and services of other RTOSes.

e Expression of the Metamodel in XML format
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OpenComRTOS Entities’ Metamodel
= RTOS hub instances

<?xml1 version="1.0" encoding="UTF-8" standalone="yes" 7>
<Metamodel>

<Entity Name="Task" SvgPath="Task.svg"»>
<Attribute Name="Name" Type="String"/>
<Attribute Name="Priority" Type="Integer" Minvalue="1" Maxvalue="255"/>
<Attribute Name="Arguments" Type="String" Defaultvalue="NULL"/>
<Attribute Name="Status" Type="Enum" Values="LQ_INACTIVE:LO_STARTED" Defaultvalue="LO_STARTED"/>
<Attribute Name="Node" Type="Node"/>
<Attribute Name="StackSize" Type="Integer" Defaultvalue="170"/>
<Function Name="EntryPoint"/>

</Entity>

<Entity Name="Port" SvgPath="Port.svg"s>
<Attribute Name='"Name" Type="String'/>
<Attribute Name='"Node" Type="Node"/>

</Entity>

<Entity Name="Event" SvgPath="Event.svg">
<Attribute Name="Name" Type="String"/>
<Attribute Name='"Node" Type="Node"/>

</Entity>

<Entity Name= "Semaphore" SvgPath="Semaphore.svg">
<Attribute Name="Name" Type="String"/>
<Attribute Name='"Node" Type="Node"/>

</Entity>

<Entity Name="Hub" SvgPath="Hub.svg">
<Attribute Name="Name" Type="String"/>
<Attribute Name='"Node" Type="Node"/>
<Attribute Name="Type" Type="Enum" Values="L1_PORT:L1_EVENT:L1_SEMAPHORE:L1 RESOURCE:L1 FIFO:L1 P
<Function Name="UpdateFunction"/>
<Function Name="SyncFunction"/>
</Entity>
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OpenComRTOS Interactions’
Metamodel = kernel services

<Interaction Name="L1l_StartTask_Ww" Subject="Task" Object="Task" />
<Interaction Name="L1_StopTask_W" Subject="Task" Object="Task" />

<Interaction Name="L1_SuspendTask_W" Subject="Task" Object="Task" />
<Ihteractijon Name="L1l ResumeTask W" Subject="Task" Object="Task" />
<Interaction Name="L1l_SendPacket_W" Subject="Task" Object="Port" />
<Interaction Name="L1_ReceivePacket_W" Subject="Task" Object="Port" />
<Interaction Name="L1l_SendPacket_Nw" Subject="Task" Object="Port" />
<Interaction Name="L1l_ReceivePacket_Nw" Subject="Task" Object="Port" />
<Interaction Name="L1l_SendPacket_WT" Subject="Task" Object="Port" />
<Interaction Name="L1l_ReceivePacket_WT" Subject="Task" Object="Port" />
<Interaction Name="L1l_SendPacket_A" Subject="Task" Object="Port" />
<Interaction Name="L1_ReceivePacket_A" Subject="Task" Object="Port" />
<Interaction Name="L1_AllocatePacket" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_DeallocatePacket_Ww" Subject="Task"™ Object="PacketPool" />
<Interaction Name="L1l_AllocatePacket_W" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_WwaitForPacket" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_WaitForPacket_W" Subject="Task" Object="PacketPool" />
<Interaction Name="L1_AllocatePacket_NW" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_waitForPacket_Nw" Subject="Task" Object="PacketPool" />
<Interaction Name="L1_AllocatePacket_WT" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_WaitForPacket_WT" Subject="Task" Object="PacketPool" />
<Interaction Name="L1l_SendPacket_W" Subject="Task" Object="Port" />
<Interaction Name="L1l_ReceivePacket_W" Subject="Task" Object="Port" />
<Interaction Name="L1_RaiseEvent_W" Subject="Task" Object="Event" />
<Interaction Name="L1_TestEvent_W" Subject="Task" Object="Event" />
<Interaction Name="L1l_SignalSemaphore_W" Subject="Task" Object="Semaphore" />
<Interaction Name="L1l_TestSemaphore_W" Subject="Task" Object="Semaphore" />
<Interaction Name="L1l_LockResource_W" Subject="Task" Object="Resource" />
<Interaction Name="L1l_UnTlockResource_W" Subject="Task" Object="Resource" />
<Interaction Name="L1_EnqueueFifo_W" Subject="Task" Object="Fifo" />
<Interaction Name="L1_DequeueFifo_W" Subject="Task" Object="Fifo" />
<Interaction Name="L1l_SendPacket_NW" Subject="Task" Object="Port" /> l' ‘
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Stages of application development in
OpenComRTOSVE

1. Nodes (processors) topology definition
2. RTOS application structure definition
3. Tasks coding

4. Compiling and running

5. Tracing

OrEN License SociEry ‘
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Nodes topology definition

EHL0_sendreceive_3nades.prj - DpenComRTOS Visual Enviroment _181x]

Fle Edt View Buld Help

BOAH@ | @9 2 e N A

25" Configuration vame |
Z 2] L0_sendreceive _Snodes.corf

Fles Miadz biaaram | sendieceive_app_tadhee | 3| Properties f
Walue

Host flocahost
8 L0_sendreceive_nodes.map %

- 3 Output Name Hode_B
= £ Node_&

Nods_A2xe
= lonode_config.h Nod de_
= node.o

S sendreceive_app_tack.o
) socketeomm.c
socketcomm.o

o %
- @ nodec
- B sendreceive_app_task.c

- ] L0_sendreceive_anodes.pri Node_B
- [ makefile

outpt

C:10penConRTOSYE\bim xulzh. exe enco: o =1on/10, Snodes.cont” -o Oucput =

|f'1 gutput

Anya] | £ webrai- cpers | I8 otal Commander £.55 ... | [39] Microsatt word |[=10_sendreceive_3no.. | i bephi7 |B[«2eBY oo *ﬁ&
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Application structure definition

&3 Application. project - OpenComRTOS Visual Enviroment
Fle Edt View Buld Help

ADaHP B9 Task Packetbool Event Semaphore Resource FIFO ot © ® |

o

| Properties 3
Name vahue 3
Node Node 4 &
Priority 4
EntryPoint  APP_2 Task
Name aPP_2 Tk
Arguments UL
Stacksize 160
status L0_STARTED

APP_3_TaskB

74 mycK: B OpenConRTOSVE -Wi... [ [T/ [1/1]{CH\dmalProfec... 3 appi

. EPUKE)
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Task source coding

OpenComRTOS Yisu

&
B

endreceive_3nodes.pr| Enviroment

Fie Edt Vien Buld Help

DSiEa| % @&y e

| entees ] [ 65 Diagram ) <erceceive_spp_tesk.c | x][g
= = “‘D""EE“””J;E;E% 54l while (1] { ;lﬁ
= % app o Tacks 55 char line[BUFSIZ] &
& zﬁ APP_4_TaskB 55 int iter, no_iter;
Z|| = Ports 57
2] P Port_A 58 if (fgets(line, BUFSIZ,stdin) NULL) {
P Port B 58 LO_DBG_APP_TRACE ["APPZ exiting ...4n"):
D2 port_C 60 Sleep (3): /T to give some time before closing the console ... */
611 exit (0);
62 )
63 LO_DBG_APP_TRACE [1ine) ;
64 if
65
70 if (strncmp (line, "iter”, 4) o) ¢
71 LO_DBG_APP_TRACE ("ITERin");:
22 if (sscanf (line, "iter :d”, smo_iter] != 1) {
73 LO_DBG_APP_TRACE ("iPPZ: please enter number of iterationsin”);
74 continue; =
75; )
76 if (no_iter < 1)
7% 10_DBG_APP_TRACE ("APP2: please enter positive number of iterationsin);
78 continue;
79 )
80; ) else if (strnemp (line, "sleep”, 51 == 0] {
81; LO_DBG_APP_TRACE ("APPZ sleeping for 1 seconds\n");
82 LO_SleepTask WT (1 ¥ 1000):
83 continue;
84, ) else {
85 /7 usage
86; LO_DBG_APP_TRACE ("APP2: unknovn conwand\n’):
87 continue;
86; )
89
a0, LO_DBG_APP_TRACEL ("APPZ: running for d iterations, i.e. send-receive round tripsin
91 for (iter = O; iter < no_iter: iter++l { =
4 | _>l_|

Output 5
inyex| | @ webmai-Opera | [ Totl Commander .. | [ Microsoft word |2 Lo_sendrece Y VE2 - Paint | lxoview-er®e) | | @« d BBY 935 wwmsocmny




Compiling and runnin

3 omRTO =lBl=l
Fle Edt View Buld Help
Ahddd s i)
2 Fies | Properties & x (g
| =+ @ Corfouaten 100 #define LO_CONFIGURED DATA STORAGE 1 =l Name Yalus |z
g [B) L0_sendreceive_3nodes corf = St g
& 5t Node Mode_A |&
@ (=] L0_sendreceive_3nodes.map =
. 12i #include <lOnode config.h> priority 4
=3 1 ) Node s > ¥ EntryPe APP_2_Task
£ B oo 14 fdefine LO_NODE_NUNBER OF PACKETS 5
12 lncde_configh 15 #define LO_NODE_NUNBER_OF_RXDRIVER_PACKETS 3 Mame P2 Teold
= rode.o #define LO_NODE_NUMBER_OF_TIMERS 5 Arguments, WL
) sencrecenve_spp_tasko 17 Stacksize 160
& socketcomm.c 6 #ifdef ASVNC_SERVICES Status LO_STARTED
5 socketeomm.o LO_Packst LO_KernelPacksts[LO_NODE NUMBER_OF P2
Bl ) Node B 20 fenaif / ASYNC_SERVICES */
Gl [ Node C 21
(=] Ionodes_data.h 22 #itdef WP

4 LO_Packet LO_RxDriverPackets[LO_NODE_NUNBER_OF_
24 #enmir /v WP/
5] sendreceive_opn_taskic :
[B) L0_sendreceive_3nades.pri
= Makefile

#ifdef UT_SERVICES
27 #inelude <l0timerlist_api.h>
28 #invlude <l0Kernel types.h>

1e P3 L0 ReceivePacket: APP3 L0 PacketReceiveds packet_noil :
unber of iteration | LO_SendPacket: packet_no:
eep 1 seconds P3 L0 ReceivePacket: APP3 L0 PacketReceived: packet_no:z
quit sample LO SendPacket : packet_no: -
3 L0 ReceivePacket: APP3 Li_PacketReceived: packet_no:3
LO_SendPacket: packet_no:-:
LO_Rece ivePacke
APP2: sunning For 3 itorations, i.o. send-veceive round trips
L0_SendPacket: packet no:i

L8 ReceivePacket: APP4 LU PacketReceived:
LO_SendPacket: packet_no
Ui sece inerscier: perd L0 o
L0 SendPacket: packet no:¥ LO_SendPacket: packet n
0_ReceivePacket P L0 ReceivePacket: APFA Lo PacketReceived:
LO_PacketReceived: packet_no:-3 LO_SendPacket: packet_no:-3
4 LO_ReceivePacke

Anyex| | @ webmai .. | P oral comm...| [ orosort .| ] xnew -v... | {10 sendrec... | B civopenco... | @ ciopenco... |[@¥ cropenca.. | B[« 88 E A8 ous

UL/UY/ 2UU7 UPSII LiLSIIST SuLicly z9 oren Licsnas Socry

(5[]
[ Start Tracing |
Tiestamp [

1 [ees & 2
2 |ieswzseis |G| 0
5 |weswzsen | @ o

teza7zsi0s | Q| = 0
e ) 4 10 foceduoPackot: APP4 L0 PacketRoceived: packet no:-L
5 |t | Gf=0 L0 SendPacket *
6 |teasz | @) |3 kg,g:c:w:l’ack:t' nrrq LW FacketReceived: packet no:—2
T ondPacket = packet s
7_|tessra6633 | B[ &0 l':g,g c;;u:ﬁacket' ;le T gacketnecelued' packet_no:-3

2 SondPackst: packet_n
[ e 4 L07EendEacket= 3
9 |teszssie | @] =0
(10 [1esa7zi052 | @] &= 0
i [z @] |z OpenConT0S Sond Reciove 3 Nodo Sample
A = iter <num. nunbes of iteration
12 |1esrzize | Q= 0 sleep 1 secaon
13 [163720498 | 3| o= 1 quit sample
14 |1eszss | @ o
15 [1esarzenen | @ |1 I1En b5 o . r ) e
i ale] = running iterations, i.e. send-receive round trips
16T} 1630726510 | Q) & 1 APP2 10 SendPacket: packet noi
[ [issarzons | @&y |3 hre? 1o iv .‘d_m- e i
[12_[tes729131 | Q[0 A Pos packet_no
19 [1esaraarer | @ = 1 A PP2 0]
e — a P2
20 |teswmers | B o ot 16
2 |tesmnrs | G| 1 er: Lo \QutpUELN
2 |tz | G| =1 2 ket Packet_no:l
25 |t Q) |z packet_no:2
2 |1z | Q| w1 secibonasd
% |1eaeeess | | 0 Sendp
2% |tesweiers | @ 0 L0 ReceivePacke!
2 [z (B[
25 [tezesisr | Q| =0
25 |teseszsr | @ 5
30_|1633785413 ‘ﬁ; =1
V@ 5 |esseins | J

inyex| | @ webmai -0... | B Total Conm... | 5] gokymerird ... | ] soview - [VE...| 3 rocessTrac... | [ copento.. ¥ Ciopenco... | B ciopenco... | | B}/« 8 M® 1020

&2
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OpenComRTOS Event Tracer

J1 |2 =
Event Table D et

Task #0 (Kernel)

Tirnestamp: 1150 usec

Event: )  Return from Service
€ TaskID Task Time (usec) % =
1 ] 512762 26 Tasks Info
z z 216001 11,
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Conclusi

¢ OpenComRTOS breaks new grounds for

distributed real-time processing:
Developed using formal methods
Based on packet switching
Ultra-small, still same functionality
Scalable and extensible by use of meta-model
From multicore to widely distributed systems

e More info:
www.OpenLicenseSociety.org
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