"Multicore programming"

No more communication in your program,

the key to multi-core and distributed
programming.

While multi-core systems are a hot topic today, it is not a really new issue. Many
embedded systems have used various types of multiple processors, embedded
as on-chip CPU cores or at the board or system level, for decades.

However, the programming world, heavily biased by the von Neumann
architecture, has never come up with a clean programming paradigm although
process algebras like CSP were specifically developed to tackle the issue. In this
presentation we will advocate that the key to programming such targets
systems is to make the concurrency explicit, but to hide the communication in
the system layer. The communication is still present, but at a more abstract
level in the application by way of synchronization and communications services.
This view let to the development of the network-centric OpenComRTOS. It
allows to program in an almost transparent way from multi-core single chips to
widely distributed networks in just 5 KBytes of code.

Speaker: Eric.Verhulst@OpenLicenseSociety.org
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Moore’s law

* Moore’s law:
Shrinking semicon features => more functionality and
more performance

e Rationale: clock speed can go up

[ J

The catch is at system level:
= Datarates must follow
= Memory access speed must follow
= |/0 speeds must follow

= Througput (peak performance vs. latency (real-time
behaviour)

= Power consumption goes up as well ( F2, Vcc)

e == Moore’s law is not perfect
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The von Neuman syndrome

e \Von Neuman’s CPU:

First general purpose reconfigurable logic
= Saves a lot of silicon (space vs. time)
= Separate silicon architecture from configuration
— “program” in memory == “reprogrammable
— CPU state machine steps sequentially through program
The catch:

= Programming language reflects the sequential nature of the
von Neuman CPU

Underlying hardware is visible (C is abstract asm)
= Memory is much slower than CPU clock

— PC: > 100 times! (time to do 99 other things while waiting
= Ignores real-world 1/0
Ignores that software are models of some (real) world
Real world is concurrent with communication and

synchronisation w
. . LTS
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Why Multi-Core?

e System-level:
Trade space back for time and power:
e 2 X F > 2*F, when memory is considered
Lower frequency == less power (—1/4)

Embedded applications are heterogous:
= Use function optimised cores

e The catch:

Von Neuman programming model incomplete
Distributed memory is faster but
= requires “Network-On-Chip”
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Multi-Core is not new

e Most embedded devices have multi-core
chips:
GSM, set-up boxes: from RISC+DSP to
RISCs+DSPs+ASSP+... = MIMD

Not to be confused with SMP and SIMD

e Multi-core = parallel processing (board or
cabinet level) on a single chip

e Distributed processing widely used in control
and cluster farms

e The new kid in town = communication
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Where’s the (new) programming model?

e Issue: what about the “old” software?
=> von neuman == shared memory syndrome
But: issue is not access to memory but integrity of memory
But: issue is not bandwidth to memory, but latency

Sequential programs have lost the information of the
inherent parallelism in the problem domain

* Most attempts (MPI, ...) just add a large
communication library:

Issue: underlying hardware still visible

Difficult for:
= Porting to another target
= Scalability (from small to large AND vice-versa)
= Often application domain specific
= Performance doesn’t scale

. . PN
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The OpenComRTOS approach

e Derived from a unified systems engineering
methodology

* Two keywords:
Unified Semantics
= use of common “systems grammar”
= covers requirements, specifications, architecture, runtime, ...
Interacting Entities ( models almost any system)

* RTOS and embedded systems:
Map very well on “interacting entities”
Time and architecture mostly orthogonal
Logical model is not communication but “interaction”

. . PN
02/04/2008 www.OpenlLicenseSociety.org 8




The OpenComRTOS project

C Target systems:
= Multicore, parallel processors, networked systems, include
“legacy” processing nodes running old (RT)OS
* Methodology:

= Formal modeling and formal verification

e Architecture:
= Target is multi-node, hence communication is system-level
issue, not a programmer’s concern
= Scheduling is orthogonal issue
= An application function = a “task” or a set of “tasks”
= Composed of sequential “segments”
= In between:
= Tasks synchronise and pass data (“interaction™)
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Scalability of Interacting Entities models
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The OpencomRTOS “HUB”

Result of formal modeling

Events, semaphores, FIFOs, Ports, resources,
mailbox, memory pools, etc. are all variants of a
generic HUB

A HUB has 4 functional parts:
= Synchronisation point between Tasks
= Stores task’s waiting state if needed

= Predicate function: defines synchronisation conditions and lifts
waiting state of tasks

= Synchronisation function: functional behavior after
synchronisation: can be anything, including passing data

All HUBs operate system-wide, but transparently:
Virtual Single Processor programming model

Possibility to create application specific hubs &
services! => a new concurrent programming

www.OpenLicenseSociety.org
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Graphical view of RTOS “Hubs”

When data needs
to be buffered

For Prioity Inheritance

For resources

-—————-| BUFFER LIST

-

CeilingPRIO

OWHNER

For semaphores

Upon Synchronisation__———

Synchronisation
—_— ]

Waiting Lists __—]

Generic Hub [N-N)

T= Error Threshold
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L1 application view:
any entity can be mapped onto any node

Wirtual Single Processor
-—I_‘ Application View Mode Independent

1 OpenComATOS-L1
| Pasierl o Application View

'
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Applcation Communication Carrier
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Rich semantics:  NW|W|WT|Async

e L1 Start/Stop/Suspend/ResumeTask

e L1 SetPriority

e L1 SendTo/ReceiveFromHub

e L1 Raise/TestForEvent_(N)W(T)_Async

e L1 Signal/TestSemaphore_X

e L1 Send/ReceivePacket X L1 WaitForAnyPacket X
e L1 Enqueue/DequeueFIFO_X

e L1 Lock/UnlockResource X

e L1 Allocate/DeallocatePacket X

e L1 Get/ReleaseMemoryBlock X

e L1 MoveData_X

e L1 SendMessageTo/ReceiveMessageFromMailbox_X
e L1 SetEventTimerList

e .. => user can create his own service!
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Unexpected: RTOS 10x smaller

Reference is Virtuoso RTOS (ex-Eonic Systems)

New architectures benefits:
Much easier to port
Same functionilaty (and more) in 10x less code
Smallest size SP: 1 KByte program, 200 byts of RAM
Smallest size MP: 2 KBytes
Full version MP: 5 KBytes

Why is small better ?
Much better performance (less instructions)
Frees up more fast internal memory
Easier to verify and modify

Architecture allows new services without changing
the RTOS kernel task!

www.OpenLicenseSociety.org

02/04/2008 17 N

Clean architecture gives small code

OpenComRTOS L1 code size figures (MLX16)
MP FULL SP SMALL
LO L1 LO L1

LO Port 162 132

L1 Hub shared 574 400
L1 Port 4 4
L1 Event 68 70
L1 Semaphore 54 54
L1 Resource 104 104
L1 FIFO 232 232
L1 Resource List 184 184
Total L1 services 1220 1048
Grand Total 3150 4532 996 2104

Smallest application: 1048 bytes program code and 198 bytes RAM (data)
(SP, 2 tasks with 2 Ports sending/receiving Packets in a loop, ANSI-C)
Number of instructions : 605 instructions for one loop (= 2 x context switches,
2 x LO_SendPacket_W, 2 x LO_ReceivePacket_W)




Probably the smallest MP-demo in the world

Code Size Data Size
Platform firmware 520 0
- 2 application tasks 230 1002, of which
- 2 UART Driver tasks - Kernel stack: 100
- Kernel task 338 - Task stack: 4*64
- Idle task - ISR stack: 64
- Idle Stack: 50
- OpenComRTOS full MP
(_NW, _W, _WT, _A) 3500 - 568
Total 4138 + 520 1002 + 568
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Universal packet switching
e Another new architectural concept in
OpenComRTOS is the use of “packets”:
Used at all levels
Replace service calls, system wide
Easy to manipulate in datastructs
Packet Pools replace memory management
e Some benefits:
Safety and security
No buffer overflow possible
Self-throttling
Less code, less copying,
Qgiﬂ
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Transparent communication

e Tasks only “communicate” via Hubs

* Real network topology
Logical point-to-point links between nodes
Node Rx and Tx link driver task for each link end
Routing and gateway functionality

Works on any medium: shared buses, “links”, “tunneling”
through legacy OS nodes using sockets, ...

e Link driver tasks

Normal OpenComRTOS application task with (Tasklnput)
Port

Driver task type per link type (UART, TCP/IP, ...)
Not present/visible on the (logical) application level

www.OpenLicenseSociety.org
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“Link” driver functionality

e Target/link specific communication

iImplementation

LO_RxDriverFunction — retrieve packet from “wire”

= E.g. socket read for Win32, Linux, ..

e E.g. buffered UART communication for embedded target
LO_TxDriverFunction — put packet on “wire”

= E.g. socket write for Win32, Linux, ..

= E.g. buffered UART communication for embedded target

network <-> host byte ordering functions
Normal ISR framework can be used as applicable

= But fully transparent for the application
software
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Virtual Single Processor programming model

Node 4
[ Task1 | | | ========— Task N
L1_MemoryPool L1_PacketPool
[ Pot | [ LiEvent | [ L1Sema | [L1Resource | [ L1IFFO |
[ L1 maiBox | [ L1 Channel | [ L1 UserHub | L1 Hub Entities
‘ Router | ‘ Kernel Task | | Task Scheduler ‘
INTERNODE LINK 1 INTERNODE LINK 2 INTERNODE LINK 3
LinkRX 1 | LinkTX 1 LinkRX 2 | LinkTX 2 LinkRX 3 | LinkTX 3
Link Driver Link Driver Link Driver
W ISR HWISR AW ISR

1

Bl==1ggii==I

Node 1 Node 2 Node 3

Virtual Single Processor System
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Define Topology
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Define Application
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code is generated
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Run and trace
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Under the hood
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Demo set-up

* Nodes: MLX-16 — UART- AVR —USB - WIN32
- LINUX on virtual host server (via internet)

e Each “node” runs on instance of
OpenComRTOS

* Only changes are the node-adresses
e Source code everywhere:

L1 PutPacketToPort W (Portl)

L1 _sSignalSemaphore W (Semal)

www.OpenLicenseSociety.org
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Conclusions

* OpenComRTOS is breakthrough “RTOS”
Network-centric => system communication layer
Priority or timer based scheduling => RTOS
Formally developed
Scalable, safe, small
Better performance
Portable & user-extensible
=> Concurrent programming model

e Contact:

Eric.Verhulst @ OpenLicenseSociety.org

www.OpenLicenseSociety.org
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"New approaches for software
development in embedded systems"

Benefits of integrating formal methods in
the design of embedded software development.

This presentation will show how formal methods can be integrated in a coherent
and unified systems and software engineering methodology. Aiming for
trustworthy systems, the use of formal methods was deemed necessary for
verification of the software. By using it from the early beginning, during the
architectural design phase, we found that formal methods provide an
unexpected benefit. Formal methods are of great help in the formalization and
as a result we achieved much cleaner and performing solutions. Applied on
the development of a network-centric RTOS, code size was reduced with a
factor of 10 while scalability and safety properties are also much better than
with a traditional design. As a result, also the formal verification is a lot easier
to execute

. | PN
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Who is Open License Society?

= Privately funded R&D institute
Leuven (BE), Berdyansk (UA)
Industrial sponsors
IWT project funding for OpenComRTOS

e Why: 70 % of all SE projects do not deliver

* Objectives
Systematic & Unified Systems Engineering Methodology
‘Interacting Entities’ paradigm at all levels:
= OpenComRTOS as runtime environment (formally developed)
Implies ‘Trustworthy Components’
= => Open License (source code + all design, test, .... docs)

e Focus:

Embedded Systems:
= Constraints driven development
= Real-time, distributed, hardware & software, ...
PN
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SE Process dependency graph

System Functionality

Requirements fulfilled?

Stakeholder
Requirements

Application

System

Embedded SW <implement S Design

Capabilities

I Implement HW
L} L} L} 1
il Physical System
Firmware Compilers D i k e
& Tools
L} 1 1 1 1
Interrupt . Analog I/0
cpu controller Memory Documentation and digital logic
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Unifying paradigm: Interacting Entities

2] Inberacting Entities Model

OpenComRTOS project objectives

* Funded R&D project (IWT, Flanders)

= Lancelot Research: management, commercialisation

= Open License Society: technology development
University Gent (INTEC, Prof. Boute): formal modeling
= University Berdyansk: tools and formal validation
Melexis: co-sponsor and first user (16bit uC)

e GUI tools:

= graphical modeling/development environment

e Goal:
= Develop Trustworthy distributed RTOS
* Follow OLS SE methodology
= Formal verification & analysis: formal modelling
= Scalable distributed RTOS
= Verify benefits and issues of using Formal Modeling

www.OpenLicenseSociety.org m
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Some requirements

e Targets:
Single chip, tightly coupled: multi-core
Multi-chip, tightly coupled: parallel processors on board
Multi-boards, multi-rack: using backplane interconnects
Distributed: using LAN and WAN
Host node

* Programming models:
“Interacting Entities”
“Virtual Single Processor”:
= transparent for topology
= Supporting heterogenous targets
= Write once, run everywhere
Distributed real-time
Safe, secure
Small code size, low latency (=high performance)
02/04/2008 www.OpenLicenseSociety.org
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RTOS Metamodel

= Based on Interacting Entities Paradigm

= Application can be constructed from various
entities (kernel entities) and interactions between
them (kernel services).

* The Metamodel allows extensions to different sets
of kernel entities and services of other RTOSes.

e Expression of the Metamodel in XML format

i i &2
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OpenComRTOS systems grammer

OpenComRTOS IS_DEFINED_BY
Configuration (1) // The root node of XML file

Configuration IS_DEFINED_BY // Nodes of configuration section
Parameters (1) AND // Attributes of the configuration section of XML file
SystemTasks (4) AND // Kernel, Idle, Rx or Tx
ApplicationTasks (1-N) AND
Ports (1-N) AND
Nodes (1-N) AND

Links (1-N)

Configuration HAS_ATTRIBUTES // Parameters
DataSize (1) AND // Packet data size (in bytes)
NodeldSize (1) // Length of Node identifier (in bits)

SystemTask CAN_BE // Type of system task
KernelTask OR
IdleTask OR
RxTask OR
TxTask

Etc.

02/04/2008 www.OpenLicenseSociety.org 39 :‘%‘?_ﬂ

TLA

« TLA (the Temporal B *'f M S
Logic of Actions) 5_1"—“9,“ ying
is a logic for Systems
specifying and RO bt o e
reasoning about —
concurrent and
reactive systems.

www.OpenLicenseSociety.org

02/04/2008 40 | -

20



TLA modelling results

We modeled entities of I
OpenComRTOS:

« Port
* Event
« Semaphore CWHER

* Resource 11 counTi)

» Packet Pool i :
* Memory Pool 4 W
* FIFO R
« Mailbox '

Coling R
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Example: Port

Verified Properties: ,

» There are never more Tasks on the ready list
than there are Tasks in the system

» There are never more Tasks in the Port's
waiting list then there are Tasks in the system

» All Tasks waiting on an Port, either waiting to
send a Packet, either waiting to receive a i
Packet are of the same type in each waiting list | |

MATCHING FILTER

. . a
Typetnvariant PORTINH)
A Cardinality| Readylist) << Cardinality( Tosk{d)

AW p e Porfld :

Len{PortWL|p|) < Cardinality| Taskid)

AW p e Porfld :

Wi, i e 1., Len{Port WL[p|) :

Preallocated Packet | Port WL p|[i] .type = PreallocatedPacket | Port WL ]p|[i]].type

www.OpenLicenseSociety.org
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Graphical view of RTOS “Hub”

When data needs
to be buffered —————|  BUFFER LIST
For Prioity Inheritance 7—F‘| CeilingPRIO

—--| OWNER

For resources

For semaphores

Upon Synchronisation__———

Synchronisation
—_— ]

Waiting Lists __—]

Generic Hub [N-N)

T= Error Threshold m
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L1 application view

Wl Einglo Processcr
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Clean architecture gives small code

OpenComRTOS L1 code size figures (MLX16)
MP FULL SP SMALL
LO L1 LO L1

LO Port 162 132

L1 Hub shared 574 400
L1 Port 4 4
L1 Event 68 70
L1 Semaphore 54 54
L1 Resource 104 104
L1 FIFO 232 232
L1 Resource List 184 184
Total L1 services 1220 1048
Grand Total 3150 4532 996 2104

Smallest application: 1048 bytes program code and 198 bytes RAM (data)
(SP, 2 tasks with 2 Ports sending/receiving Packets in a loop, ANSI-C)
Number of instructions : 605 instructions for one loop (= 2 x context switches,
2 x LO_SendPacket_W, 2 x LO_ReceivePacket_W)

Results

= Break-through results in well-known domain
100’s of RTOS with such support
15 years of experience, 3 generations of RTOS design
Typically CPU dependent, use of assembler and async operation

= Small, scalable, distributed and maintainable code
SP(LO): < 1000 machine instructions
MP(L1): < 2000 - 5000 machine instructions
Needs a few 100 bytes of data RAM
Fully in ANSI-C, MISRA-C compliant
Runs on MelexCM (16 bit), AVR, Win32, Linux, (Sparc, uBlaze, ...)

Scheduling algorithm can be improved to reduce worst-case
rescheduling latency and blocking time

All RTOS Entities are variations of a generic « hub » entity
= == less but faster code: 5 KBytes vs. 50 KBytes before

&2
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How it really works: teamwork

Requirements

L

Specifications

Validation Informal Models

Test and profiling

Implementation Models

Formal Models
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